Creating a Digital ID in Adobe Acrobat




1. Click on “Advanced” -> “Security Settings”
(If using Adobe Reader "Document” ->"Security Settings")
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2. Click on “Add ID” under the “Digital IDs” item (default)
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Manage My Digital IDs

|§ This is a list of the digital IDs that are available for your use on this computer. Digital IDs are
private and should not be shared. They are used when you create a digital signature or when you
decrypt documents that are encrypted for vou using Certificare Security.

Each digital ID has a corresponding public certificate which contains identifving information about
vou and which vou can share with others. This ceriificate is used by others to encrypt documents
for vou, or to validate your digital signatures. Select one of the entries above and click
Ceartificate Details to view information from vour certificate. Use Exporr to share vour
certificate with others.

Use Set Dafault to set or clear which digital ID is used by default when vou sign or encrypt
documents. Use Add ID to add a new digital ID or to find an existing digital ID} and add it to this
view. Use Remove ID to permanently remove a digital ID from this list and wherever it is stored.




3. Select “Create a self-signed digital ID for use with Acrobat” and click “Next”

Add Digital ID X

#dd or create a digikal ID to sign and encrypt documents, The certificate thak comes with vour
digital IDvis sent to others so that they can verify wour signature.,

(") Browse for an existing digital ID file
") Configure a roaming ID for use on this computer
(%) Create a self-signed digital ID for use with Acrobat

) Look for newly inserted hardware tokens

On Mac Acrobat 9 Professional or Adobe Reader 9 you will see this dialog. Select “A new digital

ID | want to create now” and click “Next”
Add Digital ID

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID
using:
() My existing digital ID from:
*] A file
A roaming

digital ID stored on a server

onnected to this computer

£*) A new digital ID | want to create now
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4. **MAC CAN SKIP TO STEP 5** Select “New PKCS #12 digital ID file” and click “Next”
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where would vou like to store vour self-signed digital ID?

(%) New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKCS#12 Format. This
common digital ID File Format is supported by maost security software applications, including
major web browsers, PKCS#1Z Files have a .pfx or .p12 file extension,

() windows Certificate Store

Sour digital ID will be stored in the Windows Certificate Store where it will also be available to
other Windows applications, The digital ID will be pratected by your Windows login,
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5. Enter your information and click “Next”. Leave “Key Algorithm” and “Use digital ID for” as
shown below.
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Enter wour identity information to be used when generating the self-signed certificate,

Mame {e.g. John Smith): |

Organizational Unik: |

Organizaktion MNarme: |

Email Address: |

Country Region: | US - UMITED STATES w |
[JEnable Unicode Support

ke Algaorithm: | 1024-bit RSA L |

IJse digital ID For: | Digital Signatures and Data Encrypkion » |
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6. Select a place to save your digital ID on your “J” drive, and enter a password. Click “Finish”
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Enter a file location and passward Far yaour new digital 10 file, You will need the passwaord when yau
use the digital I0 ko sign or decrypt documents. ¥ou should make a note of the file location so that
wou can copy this file for backup or other purposes, You can later change options For this file using
the Security Settings dialog.

File: Mamne:

|J:'I,DigitaIID'l,USERN.D.ME.pr Browse, ..

Password:

|********

Confirm Password;

|********|
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7. You should now see your digital ID in the list and can now sign documents using it.
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Creating an Appearance

1. Select “Edit” -> “Preferences” on Mac “Acrobat” -> “Preferences”
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2. From the list on the left Select “Security” and then click “New” next to the “Appearance”

section.
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3. Enter your username into the “Title” field and select import graphic below and click “File”
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4. Select your Digital Signature Image you will need to change the file type to “PNG” or whatever
the image type it is.
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5. Make sure the Configure Text section matches the one below, and click “OK”
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6. Appearance is now ready, close out of the dialog boxes by clicking “OK” and you can proceed to
sign your documents.



